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S.i Secuve Communica’c'non

e En(:ﬂ:g S sends Ms& M | to en{:ﬂ:\j R

o This comwunication is| secure iff it satisfies

the following 3 conditions

L. ConFiden':'sa\'u\:g:

No entity other than S and R can
understand M.

2.Inkegrity:

Sand R are sure that M is not altered after
ik is sent by S and before it is rcvd by R

3.Authentication:

When R revs M, Rican confirm that S 35 the
entity that sent M.

When S sends M, S can contirm that R will
be the enkity that rcvs ™.



S.2 Tools to Achieve Secure Communcation

|. Symmetric Keys

2. Public amd Private Kegs
3. Secure Hash Functions
. Msq Authentication

e. D'lg'u\'.a‘ Sis nature



S.3 ﬁmmetric Kegs

o Assign 2 unique symmetric key K to
eévery pair of entities S and R. Only
S and R know W,

+
e K(M) denotes hencryption” of M  using K

o KTCK*(MY) denotes"deqryption” of (K¥ (M)
using K

e Theovem: K (KY(M)) = ™M




8.4 Confidential Communication Using
Sywmme trical CHIALAi{aidA Kegs

e TO Prov'xde cofidential communication From

S te R using K.

i+ S computes K+.(M) and sends
it to R

il. R computes ™M as K (KT (MY)

from above Theorem

i.0nly Sand R know and
understand ™M |



5,5 Public ancl Pﬁvate Meﬂ‘

o Assign two keys, KT and K, to every entily
S. Key K; is named public key of S, and ey
K; is nawed rivate Heﬂ of S.

o Every entiky knows K: but only entity S knows

Ke.

.K;(M) denotes the vencryption™ ofF M using
the public key of R

oK;(K; (M))) denotes the "decryption" of
K;(M) using the private kKey of R

.'Tlneorem: K;(K:(M)) =M

K; (K™ (M = ™M
R



S.6 Confidential Cowmmunication Using
Public Keys

e To provide confidential communication from

S t, R BBXA Using K; and K; 2

I. S computes K;(M) and  sends it
to R |

ii. R computes M |as K]; (K;(M))

fram above theorem

iii.On\g Sand R know and
understand M |



S.7 Secure H&Sh Fpncl:ions

o H is function that tak!es as nput any msgq

M and computes as oul:jput a m:g_ HcMy  ofF
fixed length such that| following condition
halds :

o lt is Computa\:ionang :inFeasiHe to Find
two distinckt msqs M1 and M2 such that
H(M1) = HM2)



S.8 Examples of Secure Hash

o Msg Digest 4 (MD4)
Msq length = 128 bits

e Secure Hash A\gorlthm (SHA -1
M-‘ﬂ length = 160 bits

e MDL s more efficient

SHA.1 15 mare secute



S.9 Msgq Authentication

o Each authenticated msg from Sto R is of formm:
(M,C)

Mis a msq

C,called msg authenticatiion f'iie MAC of M
From SL‘o'R, 18 computed as follows:
C=H(MIK)
| is concatenation
H is a secure hash thak S and R know
K is a symmetric authentication key that
only S and R Know | e

o IF R rcvs (M ,0) and checks that C:=H(MIK),
then R concludes +hat ™M Lyas not updated

after it 1S seat by S and before it is
rcvd \:3 R



S.10 Digital Signatures

o Before S sends M to R » S can”sign" M and
attach the signature to M.
(M, signature of M by S)

e Signature of M by S is computed as follows:
K (HC)
H is a secure hash known t. S and R



S.u Source Authentication

oR can use the signature of M by S to
prove that S is the entity that siqned

and senk M 25 Ffollows:

I. R gets the signature K;(H(M))
and the public key K; of S

2. R shows that
+ -
KS (KS (Hm))l) = M

as requited by| the above theorem

3. This PYOVCS _that S and Onlgs
could have signed and sent M



S.12 1P s Insecure
} Security Attacks

Hi | IR R RzJ H2

—_15__ n‘e"cl_j T__ ne’c..TL Y\QC;.I

o Nek1 is secure, belangs to secure network

of some ‘nterprise

e Net2 is secure, belongs to Secure network
of some gnterprise

o Nekt is insecure, belongs to vulnerable public
net work



S.13 Attacks in IP
|
|
o Lack of Confidentiality:
Payload of any packet that @B goes through
net can be read and urfiersl:ood by any

attacker in net |

o Lack of Source Authenbication:
The original src of any Pkt that qoes HnrOUgh

net can be corrupked |

o Lack of msgqg Ru\:hen‘:'\lcal:iog_:

The paylead of any pl*'t that goes through
nek can be <orrupbed.



